)

}’%’“ Anslut till COS sandbox via
"" Postman

Kom i gang-guide



http://www.cambio.se/
mailto:Info@cambio.se

Kom i gang med COS Sandbox Version: 0.1 Datum: 03/012/2021

Innehallsforteckning

Om den har guiden 3
Innan du borjar 4
Anslut till COS Sandlada 5
Felsokning 15

A W N =

© Cambio Healthcare Systems AB. All rights reserved. This document contains confidential and/or proprietary information belonging to Cambio Healthcare Systems AB
and/or its related affiliates which may not be reproduced or transmitted in any form or by any means without the express written consent of Cambio Healthcare Systems AB.

(43 ©2022 Cambio Healthcare Systems AB 2(15)



1

Kom i gang med COS Sandbox Version: 0.1 Datum: 03/012/2021

Om den har guiden

Syfte och malgrupp

Dokumenthistorik

Den har guidens syfte ar att hjdlpa dig att komma i gang med sandladan fér COS
(Cambio Open Services).

| det har dokumentet anvander vi Postman som verktyg for att ansluta till
sandlddan. Det gar naturligtvis att anvanda andra verktyg ocksa, alla url:er och
parametrar ar desamma.

Tanken ar att dven ovana APl-anvandare ska kunna anvanda den har guiden for att
testa att ansluta till COS sandlada, for att kunna laborera och testa dess
funktionalitet.

For fortsatt utveckling och anvandning av APl:erna som ingar i COS, kravs daremot
att du har gedigna kunskaper om bade Rest-APl:er och FHIR-APl:er.

Version

Datum

Kommentar

0.1

2021-12-03

Forsta version av guiden. /GS

Typografiska regler

Den har guiden anvander foljande typografiska regler:

e TextiGUI:t sa som menyval, fonsterrubriker, knappar, falt och liknande
skrivs med fet stil.
Exempel: Klicka pa Start.

e Flera menyvalirad avgransas med kolon.
Exempel: Valj Arkiv: Nytt: Tomt dokument.

e Filnamn och so6kvagar skrivs med kursiv stil.
Exempel: Oppna filen readme.txt i katalogen C:\Users\Jag\Documents.

e Utbytbar information i form av varden, namn, typer, sokvagar och likande
skrivs innanfor klamrar <...>.
Exempel: Oppna katalogen C:\Users\<Jag>\Documents.

e Systemkommandon, kodexempel och systemtext skrivs med Courier New.
Exempel: Ange kommandot SET USERID=<user id>.

©2022
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2 Innan du borjar

Forberedelser innan du kan ansluta
Innan du kan borja anvanda den har guiden behover du ha férberett féljande:

e Registrera dig i COS-portalen och prenumerera pa produkten Partner’s API.
Detta ger dig (efter verifiering):

o Autentiseringsuppgifter (Client-id och Client secret) till COS.
Du far autentiseringsuppgifterna i ett mejl med dmnesraden
Credentials for the Cambio Open Services sandbox environment.

Credentials for the Cambio Open Services sandbox environment

o

Hi,

You have been assigned following credentials for the auth server in the Cambio Open Services
Sandbox environment.

Client-id:
Client secret:

o API-nycklar (Primary Key och Secondary key)
Dessa hittar du pa din profilsida i COS-portalen.

e Installera Postman pa din dator. (Se postman.com)

C€ ©2022 Cambio Healthcare Systems AB 4( 1 5)
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3 Anslut till COS sandbox

Workflow for att ansluta till COS Sandlada

Du behover utféra momenten nedan for att ansluta dig till COS-sandladan och goéra
tva olika anrop, ett anrop till ett Rest-API och ett anrop till ett FHIR-API.

Instruktioner for respektive moment finns separat.

Moment Beskrivning

0 Ordna med atkomsttoken:
e Skapa en collection for anslutningen: Authorizer test
e Skapa en request for anslutningen: Fetch access token

Skapa ny collection fér sandladan (Sandbox)

Skapa ny request for RestAPIl: Chemistry lab

Skapa ny request for FHIR-API: Questionnaire

Skapa en collection for atkomsttoken: Authorizer test

Folj instruktionen nedan for att skapa en ny collection for anslutningen till COS dar
du far ett atkomsttoken (access token).

Steg Atgird

1  Goren ny collection i Postman.
File Edit View Help

o Home Workspaces v API Network ~

22 Team Workspace New  Impo

B ?
Collections

Create new Collection

n -

2  Redigera namnet for din nya collection och kalla den Authorizer test.

C€ 2022 Cambio Healthcare Systems AB 5 ( 15 )
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+ | = e New CoIIection &
d

Al ation Pre-request Script Tests Val
- This authorization method will be used for every regu

Type NoJ

New Collection

This collection is empty
Add a request to start working.

3 Markera din collection Authorizer test och valj Add a request.

~ Authorizer test

This collection is empty
Add a request to start working.
—

4  Skrivin namnet pa din request, exempelvis Fetch access token.

GET v

Params Authorization Headers (6) Body Pre-request Script

5  Ange foljande url i faltet Enter request URL:
https://authorizer.openservices.cambio.se/auth/realms/master/protocol/openid-connect/token

https://authorizer.openservices.cambio.se/auth/realms/master/protocol/openid-connect/to... [ save

GET v Ihttps:#authorizer.ﬂpenservices.cambio,Se.fauthfreaIms;’masteriprolocnlfupem’d-connecl.ftoken I

6 Byt till POST.

POST ~ https://authorizer.openservices.cambio.se/auth/realms/master/protocol/openid-connectf/token

Resultat: Det borde nu se ut sa har i vanstermenyn:

5 b=
Collections

[

co

APls

= Vv Authorizer test
Efvionments Fetch access token

(=)
Mock Servers

7  Vilj fliken Authorization.

6(15)
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(PO —"
Params Authorization @ Headers (8) Body Pre-request Script Tests Settings Cookies
Type @ Heads up ld sensitive data. To keep this data secure while working X
t recommend using variables
Basic Auth
Learn more about variables »

Username

Learn more about authorization »

Password I P P PP ]

Show Password

a) Valj Basic Auth i listan Type.
b) Ange din Client-id i faltet Username.
c) Ange din Client secret i faltet Password.

d) Spara garna dndringarna i din request regelbundet.

Fetch access token v

8  Valj fliken Body.

Params Authorization @ Headers (9)

o ® x-www-form-urlencoded

Pre-request Script Tests Settings

none raw binary GraphQL

DESCRIPTION

grant_type client_credentials

scope user/*-read

a) Markera x-www-form-urlencoded.
b) Skriv grant_type i kolumen KEY och client_credentials i kolumnen VALUE.
c) Skriv scope i kolumen KEY och user/*-read i kolumnen VALUE.
9 Vilj:
a) Save

b) Send

Fetch access token e so0

POST w https://authorizer.openservices.cambi u.se.-’authirealm5.’|nasiera’proloL:ol-’upen'd—cunnecto Send o

Resultat: Du boér nu fa resultatet 200 OK. | filtet nedan visas ditt access token.
Langre ned star hur lang tid ditt token géller innan du behéver fornya det.

(€3 ©2022 Cambio Healthcare Systems AB 7(15)
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Body Cookies Headers (7) Test Results & 2000k fss5ms 429KB  Save Response v

Pretty Raw Preview Visualize JSON v ES (] Q

1 v

2 "access_token":
"eyJhbGci0ilSUzIINIIsINR5CcCIg0iAIS1dUTinia2lkIiA6ICIEandYQkZRUDESTHEW1k4SDZPZnINYlexaDl5al
BOULILULpCAGPINKRIING.
eyJqdGki0iIyMDI4A0TAWYyOSYWQZLTQXZDYTYmI3MS1iZDEWMGZKMZYONTULLCI1eHAI0E2MZgIMZISMTQsIMS1iZ1iT
6MCwiaWFOIjoxNJMANTMyMzEOLCIpc3MiOiJodHRwCzovL2F1dGhvemleZXIub3B1lbnNlcnZpY2VzLmNhbWlpby52zZS
ShdXRoL3I1YWXTeyStYXNOZXIiLCIhdWQi0iISMDMLYWY2ZMMIOY2UONGNKY jk3YzdkZD1iZDVIMGZINSISINNLIYiTIeI
JOIMTEXYMEALWFhMWETNDYxNi05ZWEGLWOWMDRKNZRKYJIKNLIISINR5cCI6IkI1YXI1lciIsImFecCI6IjkuMzVhZ Yy
YIRIZTQOY2R10TAIN2RKOWIKNWIWZMMIIiniyXVoaFr90aWllIjowlCIzZXNzaWouX3NOYXR1IjoiMzg3NTQ3Z ELYzC
5ZS0ONDI{LWE3M2ULMDUAZJY2MTQzM2F TiniYWNyIjoiMSIsImFsbG93ZWQth3IpZ21lucyI6W1AsInIIYWXTX2F{Y2

Skapa en ny collection for Sandbox

Folj instruktionen nedan for att skapa din sandldda med API-requests.

steg Atgird

1  Goren ny collection i Postman.
File Edit View Help

0 Home  Workspaces v API Network v

22 Team Workspace New  Impo

E ?
Collections

Create new Collection

n -

2  Redigera namnet for din nya collection och kalla den Sandbox.

+ | = New Collectionc?

A ation Pre-request Script Tests Val

This authorization method will be used for every reqt

Type No

~ New Collection

This collection is empty
Add a request to start working.

3 Gorinstillningar for autentisering pa din sandlada:
a) Markera Sandbox i vistermenyn och vilj fliken Authorization.

b) Valj OAuth 2.0 listan Type.
a

OAuth 2.0

c) Skrolla ner till Configure New Token. (Se bild nedan)

3 ©2022 Cambio Healthcare Systems AB 8(15)
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d) Fylliféltet Token Name, i vart exempel skriver vi COS Authorizer token.

e) Valj Client Credentials i listan Grant Type.

f) Kopiera url:en som du anvande i din collection Authorizer test och klistra in i
Access Token URL:
https://authorizer.openservices.cambio.se/auth/realms/master/protocol/openid-
connect/token

g) Klistra in din Client-id i faltet Client ID.

h) Klistra in din Client secret i faltet Client Secret.

i) Ange las- och skriv-behdrighet i faltet Scope. For att kunna géra GET-request
behdver du user/*-read och for att gora POST behover du user/*-write.

Vill du kunna géra bada skriver du bada dessa med mellanslag mellan
vardena, se bilden nedan.

j)  Valj Send as Basic Auth header i listan Client Authentication.

Configure New Token

Configuration Options ®  Advanced Options

Token Name COS Authorizer token

Grant Type Client Credentials ~

Access Token URL @ https://authorizer.openservices.cam

Client ID @ 9035af62bdceddcdbO7c7ddSbdl. . A

Client Secret @ 8c599014-aach-4d75-bfed-83f7 .. A&

Scope @ user/*-read user/*-write

Client Authentication Send as Basic Auth header v

3 Clear cookies (@

4  Klicka pa Get New Access Token.

Get New Access Token

5 Klicka pa Use Token.
Use Token

(€3 2022 Cambio Healthcare Systems AB
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Skapa en request for ett RestAPI (Chemistry lab) i Sandbox

Folj instruktionen nedan for att skapa en request till ett RestAPI i COS-portalen. |
det har exemplet anropar vi Chemistry lab results.

Steg Atgird

1 Markera din collection Sandbox och vilj Add a request.

This collection is empty

Add a request to start working.
—

2 Skrivin namnet pa det APl som du vill ansluta mot, exempelvis Chemistry lab.

GET v

Params Authorization Headers (6) Body Pre-request Script

3 Ange URLtill requesten:

a) Kopiera fran COS-portalen den Request URL som galler fér det API du vill
ansluta till. Har tar vi som exempel Chemistry lab results.
Chemistry lab results &

API change history

All existing chemistry lab results for a given patient.

get-chemistry-lab-results
Gets all chemistry lab results for the given patient. The result can be filtered by using a time interval.

Try it

Reguest URL

https://api.openservices.cambio.se/patients/chemistrylabreports/?api-version =v2[&startActionDateTime][&endActionDateTime]

b) Klistra in url:en i faltet Enter request URL i Postman.

GET v htips:,’.fapi.openserw’ces‘cambio.se/paﬂemtsf’chem\'strylabreporlsf?ap\'fversion=v2]

4 Konfigurera fliken Authorization for din request Chemistry lab:

~ Sandbox

GET Chemistry lab

a) Valj fliken Authorization
b) Valj OAuth 2.0 listan Type.

(€3 ©2022 Cambio Healthcare Systems AB 10(15)
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c) Valj ditt nyskapade COS Access Token i listan Available Tokens.

Params @ Authorization @ a 5 (8) Body Pre-request Script Tests Settings Cookies
Mype OAuth... ~ eads up! These paramet hold ser » data. To keep this data secure while b4

rorking in a borative environment,

Learn more about variables »

y generated when you

i Current Token
send the request.
Learn more about authorization 2
Add Reque... Access Token Available Tokens
authorization
data to

COS Authorizer token

Konfigurera fliken Headers:
a) Valj fliken Headers.

b) Skriv patient i kolumen KEY och exempelvis 191212121212 i kolumnen
VALUE, eller nagon annan patient fran aktuell testdata.

c) Skriv Ocp-Apim-Subscription-Key i kolumen KEY och din Primary Key (API-
nyckel) fran din profil i COS-portalen i kolumnen VALUE.

Params @ Authorization @ a gody Pre-reqguest Script Tests Settings

User-Agent @ PostmanRuntime/7.28.4
Accept © */e

Accept-Encoding @ gzip, deflate, br

%4 Connection @ keep-alive

C Ocp-Apim-Subscription-Key

Klicka pa Send.

GET ~ https://api.openservices.cambio.se/patients/chemistrylabreports/?api-version=v2 Send ~

Resultat: Om gatt bra borde du fa resultatet 200 OK samt diverse svar i faltet nedan.

Body Cookies Headers (10) Test Results 17ms 186.9KE Save Response
Pretty Raw Preview Visualize JSON ~ = o Q
ﬁ .

2 i
3 “chemistryReportEHRExtract™: [
4 i
5 "accessZoneUnit": {
6 "unitID": {
7 "root": "1.2.752.129.2.1.4.1",
8 "extension": "SE162321000624-8816313"
9 i,
10 "unitLocallD": {
k’_’_ "root": "LocalUnitoID®, .

©2022 Cambio Healthcare Systems AB 11 ( 15)
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Generera nytt atkomsttoken (access token)

Folj instruktionen nedan for att skapa ett nytt atkomsttoken om det tidigare
exempelvis har gatt ut (expired).

Steg Atgird

1

2

Markera din collection Sandbox.

Vilj fliken Authorization och skrolla ner.

Klicka pa Get New Access Token.

Get New Access Token

Klicka pa Use Token.

Use Token

Ga till din request (exempelvis Chemistry lab) och valj din nya access token:

a) Valj fliken Authorization.

b) Valj COS Authorizer token i listan Available tokens.

Params @] Auth ® fHeaders (9)  Body Pre-req. Tests Settings
v Sandbox

cer Chemistry lab Type

OQAuth 2.0 ~
> X
The authorization data will be
automatically generated
when you send the request.
Learn more about authorization

Add authorization data to

Request Headers v

Resultat: Nu kan du klicka pa Send.

GET v

Cookies

@ Heads up! These parameters hold sensitive data. To keep this data secure e
while working in a collaborative environment, we recommend using variables.

Learn more about variables 2

Current Token

T

Access Token

Available Tokens

COS Authorizer token

e

2022 Cambio Healthcare Systems AB
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Skapa en request for en FHIR-profil (Questionnaire) i Sandbox

Folj instruktionen nedan for att skapa en request till en FHIR-profil i COS-portalen. |
det har exemplet anropar vi Questionnaire.

Steg Atgird

1  Skapa en ny request for FHIR Questionnaire och spara den i din Sandbox-collection.

SAVE REQUEST

Request name

I FHIR Questionnaire “B ]

Add description

Save to Select a collection/folder

8
8

3 sandbox c

8

2 S3 héar satter du ihop ratt request URL utifran beskrivningen i COS-portalen:

a) Inled url:en med féljande:
https://api.openservices.cambio.se/fhir/

b) Lagg sedan till sedan FHIR-resurs, i vart fall:
Questionnaire/ search?

c) Lagg darefter till parametrarna, i vart fall:
code=1.2.752.116.2.1.11371526002,1.2.752.116.2.1.11448826009

3 Ga till fliken Headers.

a) Skriv Issu i kolumen KEY och din Primary Key (API-nyckel) fran din profil i COS-
portalen i kolumnen VALUE.

Params @ Authorization Headers (9) Body Pre-request Script Tests Settings

Host @ <calculated when request is sent>
User-Agent @ PostmanRuntime/7.28.4

Accept @ ol he

Accept-Encoding @ gzip, deflate, br

Connection @ keep-alive
Ocp-Apim-Subscription-Key

4 Ga till fliken Authorization.

a) Valj Inherit auth from parent i listan Type.

Ce ©2022 Cambio Healthcare Systems AB 13(15)
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e

Params @ Authorization Headers (9)
Type Inherit auth f...

Vilj:
a) Save

=3}

b) Send

GET v

©2022 Cambio Healthcare Systems AB
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i} Felsokning

Problem Orsak & Atgird
401 Unauthorized i kombination Ditt atkomsttoken har gatt ut (det ar bara giltigt
med text om “expired” en viss tid). Du behéver generera nytt token. Se

instruktionen Generera nytt atkomsttoken.

Body Cookies Headers (11) Test Results € 401 Unauthorized 544 ms 722B  Save Response v

Pretty Raw Preview Visualize JSON  ~ = O Q

"statusCeode": 4081,

"message”: "Unauthorized: An error occurred while attempting to decode the Jwt: Jwt expired at
2021-12-01T89:15:592"

Ly R
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